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PROBLEM

Phishing attacks are one of the most
prevalent cybersecurity threats,
compromising personal and organizational
security.

‘Users often fall victim to phishing emails
due to their sophistication and ability to
mimic legitimate sources.

The challenge Is to detect and block
phishing attempts effectively without user
Intervention.

SYSTEM DESIGN

CURRENT SYSTEM

*Existing Solutions: Tools like
Google Safe Browsing and
antivirus extensions are widely
used but often lack specificity
and real-time Al detection.
Limitations:

‘Many tools are reactive

rather than proactive.

*Susceptibility to Al-generated

phishing attacks.

Lack of customizabllity for

Gmail users.

Segregation of Services

= xtracting Email Data
from GMAIL Using content.js

phishing js: Analysis of email content:
Subject, body, imestamp. Uses Gemini
Nano/buili-in-device. Outputs phishing score
and Email Analysis

urlscanner js: Sends vanous APl's request
from the extract Email data Array containing
Iinks.

REQUIREMENTS

Requirements
Functional Requirements:
» Real-time detection of phishing emails In
Gmail.
* Chrome extension integration for user
accessibllity.
 Al-based detection mechanism leveraging
Prompt API from Gemini Nano built-in-model.
Non-Functional Requirements:
«Secure data handling and privacy compliance.
* High accuracy In detecting phishing attacks.

Background.js: Manages
comunication from Backend >
servees to FrontEnd.

Popup.js: Handles diSpIaying_} FPopup.html: Contains
of the Data html/css content.

APIls IMPLEMENTATION

Phishing.js receives email Data from content.js

Email content received: phishing.js:18
» Dbject 1
¥ body :
» links: []
mainText: "2024-12-81 12:080:86,848 - INFO - Initializing the WebDriver... 2824-12-81 12:88:13,287 - INFD - WebDriver initialized

2 ject

id: "FMfc

sender: "¢

subject: "Daily 0

timestamp: "Dec 1, 2824, 12:88 PM"

: Dbject

Generated dynamic prompt for the Prompt API part of Gemini nano built-in-device model
from Google

Generated prompt: Instructions: phishing.js:72
- Considering the above informatiocn, assign a phishing likelihood score and provide a detailed explanmaticn.

- Use English and Arabic numerals.

- Return the result in the format "The score is the following: X®, where X is a number between @ and 10@.

Analyze this email for phishing indicators amd provide a response in the following format:

The score is the following: X

The explanatiom is: [Your detailed analysis here]
End of explanation.

Consider these factors:

- Urgency or pressure tactics

- Grammar and spelling errors

- Suspicious links or attachmemts

- Requests for sensitive informatilon

- Mismatched or fake sender addresses

- Time sent (suspicious if cutside business hours)
- Sender legitimacy and domaln analysis

Email details:

From: dbotproverifi@gmail.com

sent: Dec 1, 2824, 12:88 PM

Subject: Dally Script Log

Body :

2824-12-81 12:80:86,8348 - INFO - Initializing the webDriver... 2824-12-81 12:88:132,287 - INFO - WebDriver initialized successfully. 2824-12-81
12:88:13,729 - INFO - Fetchimg available dates... 2824-12-81 12:88:17,837 - INFD - Found 31 dates. 2824-12-81 12:98:18,842 - INFO - Processing data
for date: 11/3@/2824 Skipping date 11/29/2024 as it has already been processed. Skipping date 11/28/2024 as it has already been processed. Skipping
date 11/27/2824 as it has already been processed. Skipping date 11/26/2824 as it has already been processed. Skipping date 11/25/3824 as it has
already been processed. Skipping date 11/24/2024 as it has already been processed. Skipping date 11/23/2024 as it has already been processed. Skipping
date 11/22/2824 as it has already been processed. Skipping date 11/21/2824 as it has already been processed. Skipping date 11/28/2824 as it has
already been processed. Skipping date 11/19/2824 as it has already been processed. Skipping date 11/18/2024 as it has already been processed. Skipping
date 11/17/2824 as it has already been processed. Skipping date 11/16/2824 as it has already been processed. Skipping date 11/15/3824 as it has
already been processed. Skipping date 11/14/2024 as it has already been processed. Skipping date 11/13/2024 as it has already been processed. Skipping
date 11/12/2824 as it has already been processed. Skipping date 11/11/2824 as it has already been processed. Skipping date 11/18/2824 as it has
already been processed. Skipping date 11,/89/2824 as it has already been processed. Skipping date 11/988/2024 as it has already been processed. Skipping
date 11/87/2824 as it has already been processed. Skipping date 11/86/2824 as it has already been processed. Skipping date 11/85/2824 as it has
already been processed. Skipping date 11/84/2024 as it has already been processed. Skipping date 11/83/2024 as it has already been processed. Skipping
date 11/82/2824 as it has already been processed. Skipping date 11/e1/2824 as it has already been processed. Skipping date 18/31/2824 as it has
already been processed. Data saved to PostgresQL successfully.

Detected suspicious features:

Generated response with expected Format so it can be extracted and displayed. Contains
Score and Explanation

Assistant response from Prompt: The score 1s the following: 1@

The explanation is:

- The subject line "Daily Script Log® is very generic and does not give any indication of the content of the email.

- The body of the email contalns technical details about a WebDriver script execution. This type of emall is unlikely to be sent by a legitimate
organization and is more likely to be used for phishing.

- There are mo clear signs of urgency or pressure tactics in the email.

- The email is written inm grammatically correct English.

- There are mo suspicious links or attachmemts in the emall.

- The email does not request for any sensitive information.

- The sender's domain name (dbbotproverif@gmail.com) is mot suspicious but could potentially be used for phishing purposes.

- The sender‘s IPF address is mot publicly avallable and could potentially be used for phishing.

- The time semt (12:88 PM Dec 1, 2824) is not suspicious but could be used for phishing if the email is sent during a time when the target is less
likely to be paying attenticn.

wWhile the emall is mot a classic phishing example, it does have several red flags that supgest it could be used for phishing. The generic subject
line, the technical content of the body, and the lack of urgency or pressure tactics are all warning signs that the emall should be treated with
caution.

REFERENCES

nttps://developer.chrome.com/docs/ai/built-in

nttps://docs.virustotal.com/reference/scan-url,

nttps://docs.virustotal.com/reference/url-info,

nttps://developer.chrome.com/docs/extensions

Sending respond to popup using background.js when popup.js request the data (AKA when the
user clicks to open the popup) If already open there’s a listener to update the data)

cending response back to popup:
v Object i

: "2824-12-81 12:88:86,848 - INFO - Initializing the _processed. Data saved to PostgresQL successfully.', 1 Array(e)}
F NN jHwmhMOX "

: "- The subject line ““Daily Script Logh™ is wvery generic anmd does not give any indicatiom of the content of the email.‘\n- The body

i Object
mail.com”

“Dec 1, 2824, 12:
: Object
: Object

Notes:
It will only display data in the popup if current EmaillD in the URL matches the extracted id
from the email in the initial data extraction.

PhishGuard

Al Model Ready

Current Email Subject:

Daily Script Log

Phishing Score: 10

Hide Analysis

- The subject line "Daily Script Log™ is very generic and
does not give any indication of the content of the email. -
The body of the email contains technical details about a
WebDriver script execution. This type of email is unlikely
to be sent by a legitimate organization and is more likely
to be used for phishing. - There are no clear signs of
urgency or pressure tactics in the email. - The email 15
written in grammatically correct English. - There are no
suspicious links or attachments in the email. - The email

Show Email Details

VERIFICATION
Non-phishing Email.

Q_ label:demo

PhishGuard

Al Model Ready

Daily Script Log

dbotproverif@gmail.com Current Email Subject:
to me, juanpablo2413 -
2024-12-01 12:00:06,848 - INFO - Initializing the WebDriver... Daily Script Log

2024-12-01 12:00:13,287 - INFO - WebDriver initialized successfully.
2024-12-01 12:00:13,729 - INFO - Fetching available dates... -
2024-12-01 12:00:17,837 - INFO - Found 31 dates. Phishing Score: 20
2024-12-01 12:00:18,042 - INFO - Processing data for date: 11/30/2024
Skipping date 11/29/2024 as it has already been processed. Hide Analysis
Skipping date 11/28/2024 as it has already been processed.
Skipping date 11/27/2024 as it has already been processed.
Skipping date 11/26/2024 as it has already been processed.
Skipping date 11/25/2024 as it has already been processed.
Skipping date 11/24/2024 as it has already been processed.
Skipping date 11/23/2024 as it has already been processed.
Skipping date 11/22/2024 as it has already been processad.
Skipping date 11/21/2024 as it has already been processed.
Skipping date 11/20/2024 as it has already been processed.
Skipping date 11/19/2024 as it has already been processed.
Skipping date 11/18/2024 as it has already been processed.
Skipping date 11/17/2024 as it has already been processed.
Skipping date 11/16/2024 as it has already been processed.
Skippinag date 11/15/2024 as it has alreadv been processed.

- **Urgency or pressure tactics**: The email is a simple
log entry with no sense of urgency or pressure. It doesn't
mention any deadlines or threats. This makes it highly
unlikely to be phishing. - **Grammar and spelling

errors**: The email is written in simple, clear English.

There are no grammatical or spelling errors that would
suggest it was written by a non-native speaker or an
automated system. - **Suspicious links or attachments**:
The email doesn't contain any links or attachments. Links

Show Email Details

Simulated phishing attack

Q, label:demo

PhishGuard
We need to reset your password Al Modet Resdy
o thebot Current Email Subject:
tome -

Hi, We need to reset your password

We need your password to steal it . | mean to reset it. Please reply to this email with you Gmail password. Thank you!

Phishing Score: 90
Best,
Hackers Hide Analysis
P " . . - **Urgency/Pressure Tactics:®™ The subject line and
Why? | | | don't know it. | | Yes! | opening sentence ("We need your password to steal it.. |
\. AN AN J mean to reset it.") create a sense of urgency and
pressure to respond immediately. - **Grammar and
Spelling Errors:** "We need your password to steal” is
- - - - — grammatically incorrect. - **Suspicious Links or
( & Reply )( ~ Forward | (@) Attachments:** The email lacks a link or attachment to

verify the request. - **Requests for Sensitive

Information:*™ The email explicitly requests the user's

Show Email Details

Promotional Email

Q, Search mail

< &=
PhishGuard

Al Model Ready

Grab up to 50% off for Cyber Monday D inbex x
b eBay & -<cbay@reply.ebay.com>  Unsubscribe Current Email Subject

Grab up to 50% off for Cyber Monday

Hide Analysis ~

BE] Translate to Spanish X

**Urgency/Pressure Tactics:™* - "Time"s ticking on up to
50% off Now’s your chance for amazing gifts from top
brands. Save now Don't miss up to 50% off Tech Fashion
Home and garden Parts and more.” This creates urgency
by emphasizing limited-time offers. **GrammariSpelling
Errors:** - ™ (Used excessively as an emoji, which is not
professional and can be a red flag for phishing attempts.)
**Mismatched or Fake Sender Addresses:** - While the
"from" address is "ebay@reply.ebay.com”, it's likely a

Show Email Details
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